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The Good…

Maintaining Focus on Good Cyber Hygiene

 Date:  May 2013

 “…conventional wisdom - 80% of cyber incursions 
prevented or substantially mitigated using good cyber 
hygiene.”

 Verizon and US Secret Service conducted forensic 
analysis of hundreds of cyber security breaches going 
back to 2008, proving conventional wisdom wrong

 Employing well known and comparatively inexpensive 
cyber security best practices could have prevented or 
mitigated damage for 97% of cyber events.



More on Cyber Hygiene

The good



The Bad – Framework Fallacy

“…the information assurance industry 

has developed best practices and 

frameworks, but many times 

implementing these frameworks 

became cumbersome and served 

only to provide information for 

compliance reports—instead of being 

used to block attacks against 

information systems.”

“…counter productive to view compliance as 

the ultimate goal of the  cyber security policy.”

“Only an organization capable of 

understanding external developments and 

incident trends and use this insight to inform 

policy and strategy will be successful in the long 

term.”



The Ugly…

“…most technology executives believe that they are 

losing ground to attackers.”



Critical Security Controls –

Where did they come from

2013

2008

"offense must inform defense"

"first fix the known bads."

2009

2011

2012

Dept Of

Energy

“The strength of the Critical Controls is that they reflect 

the combined knowledge of actual attacks and 

effective defenses of experts in the many 

organizations…”



From the “fog of more” to 

organized cybersecurity 

strategy



5 Tenets of an Effective Cyber 

Defense System

 Offense Informs Defense – use knowledge of actual 
attacks;  use only controls known to stop actual attacks

 Prioritization – Invest first in controls that provide 
greatest risk reduction

 Metrics – Establish common metrics shared language 
with for Executives, IT specialists, auditors

 Continuous Diagnostic and Mitigation – continuous 
measurement to validate effectiveness of current 
security measures

 Automation – Automate defenses to achieve reliable, 
scalable and continuous measurements



Offense Informs Defense/Prioritization

Critical

Security 

Controls

Src: 2013 SANS CSC Poster



Continuous Diagnostic and Mitigation 

(CDM) – DHS CDM Program



Metrics - Mapping to VERIS 2013 Threats



Automation



Sub Controls – CSC #3 Secure 

Configurations QUICK WIN: Provides 

Significant risk reduction 

without major financial, 

technical or architectural 

changes

VISIBILITY and 

ATTRIBUTION: Improves 

process, arch, tech to 

monitor and detect 

threats

CONFIG/HYGIENE: 

Decrease number and 

magnitude of security 

vulnerabilities

ADVANCED:  Max 

security, harder to deploy

Sub Controls – Accelerate assimilation and Implementation



Src:  SANS CSC Fall 2014 Poster



3 Major Reasons for adopting CSCs

 Implementing the CSCs is the fastest and 
most cost effective way to focus security 
staffs and budgets on the high payback 
areas TO achieve cyber risk reduction

 They facilitate cooperation between IT 
security and audit staffs - broad 
consensus on the security processes and 
tools that are absolutely necessary to 
prevent or mitigate actual cyber threats.

 Provide the focus and clarity needed to 
gain top management support and 
budget approval.



CSC Adoption

 Provide the focus and clarity 

needed to gain top 

management support and 

budget approval.
 Fastest and most cost effective way to 

achieve cyber risk reduction



Barriers to implement Controls



 Date: September 10, 2015

 America’s top spies 

concerned with direct 

manipulation of data

 Future attacks to compromise 

integrity of data changing 

perceptions of what is real 

and what is not.

 “Decision making by senior 

government officials (civilian 

and military), corporate 

executives, investors, or 

others will be impaired if they 

cannot trust the information 

they are receiving.”



Distinct Advantage – Regulatory Protection 

 Date Aug 31, 2015

 Decision by Third Court of Appeals in the 
event of such an Information Technology 
System hack, the U.S. Federal Trade 
Commission has authority to investigate the 
company and charge it with unfair trade 
practices for failure to protect customers
from the theft of on-line data

 Authors explained CIOs should act 
defensively to mitigate the company’s 
exposure 

 Compliance with NIST Cyber Security 
Framework – becoming a de facto 
standard of cybersecurity for US regulators

 Critical Security Controls – proactively align 
with NIST Core Framework

http://www.wsj.com/articles/appeals-court-affirms-ftc-authority-over-corporate-data-security-practices-1440425754


Data breach class action 

litigation

 Date:  July 21, 2015

 7th Circuit Court of Appeals last week 

reinstated a lawsuit against Neiman 

Marcus over a 2013 data breach in 

which hackers stole credit card 

information from as many as 350,000 

customers.



Cyber Insurance

 Useful checklist for CIOs to bolster 

defenses

 CIOs should review the company’s 

cybersecurity policy to ensure that it 

provides the necessary coverage in 

the event of a hack



Cyber Insurance Premiums 

Increasing Significantly

 Date:  Oct  2015

 Prompted Increase in 

cyber premiums for some 

companies

 Insurers are increasing 

deductibles and limiting 

Coverage

Tara Seals US/North America News 

Reporter, Infosecurity Magazine

 Date:  Oct  2015

 From Recent attacks, insurers have data to 

assess risk

 Financial risk to a company goes beyond 

initial clean up and identity

 Increase in lawsuits filed against breached 

companies increase financial impact

http://www.infosecurity-magazine.com/profile/tara-seals-1/


Distinct Advantage – Reduce Cyber  

Premiums

 March 2015

 Volatile Cyber Premiums 2014

 Renewal Rate Increase for some clients

 Expansion in Regulation and Litigation

 Heightened due diligence from underwriters on 
company’s information security policies

 Encryption

 EMV (credit card technology)

 Formal Incident Response Plans to protect data

THOMAS REAGAN

Cyber Practice Leader

ROBERT PARISI

Cyber Product Leader



Distinct Advantage - Cyber 

Insurance Premiums

 Date:  Oct  2015

 Reduce your premiums; implement 

best-practice information security 

procedures

 International standard ISO 27001 sets 

out the requirements of a best-

practice information security 

management system (ISMS)

 CSC aligns to ISO 27002

 ISO 27001 describes Information 

Security Mgmt System, 27002 has the 

details on control implementation





Distinct Advantages - Business

 Control IT Business Management (Cost saving 

measures)

 Asset control & accountability – licensing and end of 

life replacement

 Software metering – licensing

 Prioritizing Data for Security will drive prioritization of 

Data Backups and Disaster Recovery





Where To Find ALL the Answers



The Controls… are working

This Country may be turning the corner on cybersecurity! The National Governors

Association, the Atlantic Council, Zurich Insurance, the Center for Internet Security, the

MS-ISAC, and other major nationwide institutions are all calling for basic cybersecurity

hygiene, specifically using the Critical Security Controls. And 14 of the 20 leading

security vendors have aligned part or all of their product offerings with the Critical

Security Controls. Clearly we are witnessing the beginning of a movement.

The Honorable Jane Holl Lute,

recently Deputy Secretary of the U.S. Department of Homeland Security and Chair of the Council on CyberSecurity.1



Business Reasons to implement Security Controls



sev



This Country may be turning the corner on cybersecurity! The National Governors

Association, the Atlantic Council, Zurich Insurance, the Center for Internet Security, the

MS-ISAC, and other major nationwide institutions are all calling for basic cybersecurity

hygiene, specifically using the Critical Security Controls. And 14 of the 20 leading

security vendors have aligned part or all of their product offerings with the Critical

Security Controls. Clearly we are witnessing the beginning of a movement.

The Honorable Jane Holl Lute,

recently Deputy Secretary of the U.S. Department of Homeland Security and Chair of the Council on CyberSecurity.1


